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BOBEAHW MPEMOPAKH

OBa ynaTcTBO € HAMEHETO 3a CUTe KOPUCHUUM Ha:
* HanpeaeH e-notnuc (KBanndurKyBaH cepTUdmKaT 3a HanpeseH eIeKTPOHCKM NOTNNC) U
* HanpegaeH e-neyat (KBanndukyBaH cepTUdMKaT 3a HanpeseH eNeKTPOHCKKU neyarT)

M onuliyBa YeKopuTe 3a aKTMBMPaHbe M MHCTaNnauMja Ha cepTUPMKATOT Ha AECKTOn Komnjytep
n/vnn nanton.

MPEAYCNOB :

3a WHCTaNaumja U aKTUBMpPare Ha CepTUOMKATOT, CO CKAyYyBatbe Ha AOroBOPOT 33
Kopucterse Ha KBanuduKkyBaH cepTUOMKAT 33 HanpeaeH eNeKTPOHCKM MOTMNUC UM
KBanuoukyBaH cepTMdMKaT 33 HanpeaeH eNIeKTPOHCKKM neyaT, MakefoHCKM Tenekom
BM [0CTaBYyBa aBTOPM3aALMCKMOT Kog U pedepeHTHUOT 6poj. PedepeHTHMOT 6poj ro
[obuvBaTte Npeky e-noLTa, A0AEKa aBTOPU3ALMUCKUOT Koz ro AobumeaTte no SMS.

BAXHO!

BpemeTparbeTo Ha aBTOPM3ALMCKUOT Koa U pedepeHTHMOT 6poj e 30 aeHa of,
n3gaBakbeTo.
3a MHCTanaumja u aktuBMpare notpebHo e aa ro Kopuctute Microsoft Edge

3anomHeTe ja n03MHKaTa notTpebHa Npu KopuUCTeHe Ha cepTUPUKATOT, a Koja ja
KpeupaTte npu noBaeKkyBake Ha BawnoT ceptudumkar.

EKcnopTupaHuoT cepTudUKaT 3adyBajTe ro Ha be3begeH meanym (TOKeH), BO
CNyYaj Ha gedeKT Ha KOMNjyTepoT Unn popmaTmparse.




AKTUBUPAHE HA CEPTUDUKAT

3a fAa 3ano4YHeTe CO MPOLECOT Ha aKTMBMpake Ha cepTuduKaToT, oTBopeTe ro Microsoft
Edge npenuctyBayoT M BHeceTe ja agpecata: https://ca.telekom.mk. 3a ycnewHo
aKTMBMpare Ha cepTudMKaToT, NOTpebHO e nogecyBarbe Ha CaMMOT NPENUCTyBay M
nocrtaByBarbe Ha https://ca.telekom.mk Bo Trusted Sites n cute ActiveX KoHTponu aa 6uaat
nocrtaseHu Ha Enable.

1. HATO4YBAHE HA EDGE 3A NMOBJIEKYBAHE HA ANTUTAJTHUA CEPTUPUKATU

T

A. OTtBopeTe ro Microsoft Edge e

b. KNMKHeTe Ha TpuTe TOYKM ,,...“ BO AECHMOT aron u oabepete Settings

— L

B ¢ = @ @

s
I
e —

18
[l Mew tab 1r|+T
E Mew windaow Ctrl+N
EE_; Mew InPrivate window Ctrl+Shift=N
Zoom — 1w 4+ A
TS Favorites Ctrl+Shift=0
1 TPA" @ History Ctrl+H
i Downloads Ctrl+]
B apps >
{3 Extensions
& Print Ctrl+P
@ Web capture Ctrl+Shift+5
@ Share
@ Find on page Ctrl+F
Te ro Kopel 2 Mare togls 2
: IO KOPEHCKI @3 Settings :I
KOMMYTER W,
ITEp @ Help and feedback >

B. Opbepete ja onumjata Default Browser n nsbepere:

a. Internet Explorer compatibility -> Incompatible sites only (Recommended)


https://ca.telekom.mk/
https://ca.telekom.mk/

b. Allow sites to be loaded in Internet Explorer mode -> Allow

Settings

Q, Search settings

@

Profiles
Privacy. search, and services

Appearance

b & @

Start, home, and new tabs

@

Share, copy and paste

=
8

Cookies and site permissions

Default browser I

Downloads

Family safety

Languages

E

b3

Printers

System

Reset settings

Phone and other devices

Accessibility

@=o 00D

About Microsoft Edge

Default browser

Microsoft Edge is your default browser

Internet Explorer compatibility

Let Internet Explorer open sites in Microsoft Edge (7 | Incompatible sites only (Recommended) l

When browsing in Internet Explarer you can choose to autamatically apen sites in
Microsoft Edge

Allow sites to be reloaded in Internet Explorer mode @ 3

When browsing in Microsoft Edge, if a site requires Internet Explorer for compatibility, you can choose to reload it in Intemet
Explorer mode

For this setting change to take effect, restart your browser ) Restart

Internet Explorer mode pages 4
These pages will open in Internet Explorer mode for 30 days from the date you add the page. You have 2 pages that'll automatically opa

in \":e'"atgc's\ mode,

P,

age Date added Expires
D http://ca.telekam.mk/cda-cgi/clientcgi.exe 471972022 5/19/2022 [ET
https://ca.telekom.mk/ 4/19/2022 5/19/2022
P

c. Internet Explorer mode pages -> KnukHeTe Ha Add v gjopaaerte rv cTpaHuTe:

https://ca.telekom.mk/

https://ca.telekom.mk/cda-cgi/clientcgi.exe

Add a page

Enter a URL:

X X
Add a page

Enter 3 URL:

https://ca.telekom.mk/

| https://ca.telekom.mk/cda-cgi/clientcgi.exe

I'. 3aTBOpETe ro npebapysayoT (Microsoft Edge) n noBTopHO M3bepeTe ro NMHKOT:

https://ca.telekom.mk/

[. Ha neBata cTpaHa o4 agpecHaTa AnHuja Tpeba npes MMeTo Ha CajToT Aa ro MMa 3HaK4eTo o4,

p-

Internet Explorer . [lokonKy ro HemaTe, HE npoaoniKyBajTe, npoBepeTe rm NPeTxoaHuTe
yekopw.
T €& Makedonski Telekom CA x  +

& C p € | 3 https//ca.telekom.mk/cdaoverview.htm
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2. HATOAYBAHE HA ACTIVEX KOHTPOJIN U TRUSTED SITES

A. 3a pa rv HanpasuTe HaroayBakaTa, ogeTe Bo Control Panel v oabepete Internet options

All Control Panel ltems

- v > Control P.. » All Control Panel ltems > v | O

Adjust your computer's settings

Administrative Tools @ AutoPlay
E Color Management l?& Configuration Manager
@ Default Programs ._J., Device Manager

EJ File Explorer Options 4 File History

Indexing Options ( 5 Internet Options I

=
@ Mail (Microsoft Outlook
I «g» Mouse

2016)
Power Options 5 Program Updates (32-bit)

RemoteApp and Desktop
Connections

9 Region
5) Sound

lh System

Speech Recognition

Taskbar and Navigation

Work Folders

@ e @

ﬂ Windows Defender
Firewall

¥
@
-

g

2y AEE i

Ct

="
¥

I

View by: Large icons =

(B\;ci:\;zvi:c;;estore a BitLocker Drive Encryption

Credential Manager Date and Time

Devices and Printers N Ease of Access Center

Fonts HD Audio Manager

Java Keyboard

Network and Sharing ;3 Phone and Modem

Center

Programs and Features & Recovery

fff\zplth)” Configuration ipw Security and Maintenance
Storage Spaces @ Sync Center
Troubleshooting % User Accounts

[m] >

»

b. 3a aa ja noaagete seb-ctpaHmuara https://ca.telekom.mk so Trusted Sites kankHeTe Ha

TaboT Security. KavkHeTte Ha konyeTo Sites. Bo HoBooTBOpeHUOT nNpo3op Bo noseto Add this
website to the zone, BHeceTe https://ca.telekom.mk 1 kankHete Add. Mo aogasareTo Ha

agpecaTta usbepere Close.

[=]

X

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

@ (/|0
= v

Internet  Localintranet [Trusted sites| Restricted
sites

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files.

You have websites in this zone.

Sites

Security level for this zone
Allowed levels for this zone: All

Medium
- Prompts before downloading potentially unsafe
. content
- Unsigned ActiveX controls will not be downloaded

[JEnable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level

.ﬁ. Some settings are managed by your system administrator.

O Cancel Apply

Trusted sites *
You can add and remove websites from this zone. All websites in
L this zone will use the zone's security settings.
Add this website to the zone:
| https://ca.telekom.mk/ | I Add
Websites:
*.Nmeapps.com d Remove
* shillport. com
* webex.com
http: /f*.nmeapps.com
| S SN S P WSS, P — v
Require server verification (https:) for all sites in this zone
Cloze
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B. Mpogonxkete co paboTa Bo Nnpo3opoT Internet Options 1 nog Tabot Security KAnkHeTe Ha
Custom Level Bo sonHuoT aen og nposopor (Trusted sites Tpeba ga octaHe nsbpaHo). Ke ce
OTBOPM NpOo30peLloT Security Settings — Trusted Sites Zone co nncta Ha onunu.

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

@ ¢ v O

Internet  Local intranet  Trusted sites  Restricted
sites

Trusted sites

This zone contains websites that you
v trust not to damage your computer or
your files,

‘fou have websites in this zone,

Sites

Security level for this zone
Allowed levels for this zone: Al

Medium

- Prompts before downloading potentially unsafe
E content
- Unisigned ActiveX controls will not be downloaded

[JEnable Protected Mode {requires restarting Internet Explorer)

Custom level... Default leve

Reset all zones to default level

[‘jj Some settings are managed by your system administrator.,

oK Cancel Apply

Security Settings - Trusted Sites Zone

Settings

el
&S
&% Loose XAML
() Disable
(® Enable
O Prompt
33 XAML browser applications
() Disable
(@) Enable
O Prompt
|&® %PS documents
() Disable
(®) Enable
() Prompt
% .MET Framewark-reliant components

% Permissions for components with manifests
™ Miezhla <
£ >

*Takes effect after you restart your computer

Reset custom settings

Reset to: Medium (default) ~ Reset...

Cancel

I. Op pafeHaTa nUcTa, cheHMBeE CTaBKM NocTaseTe rv Ha Enable:
e ActiveX controls an plug-ins, Allow previously unused ActiveX controls to run

without prompt

e Automatic prompting for ActiveX controls

e Download signed ActiveX controls

e Download unsigned ActiveX controls
e Initialize and script ActiveX controls not marked as safe for scripting
e Only allow approved domains to use ActiveX without prompt

e Run ActiveX controls and plug-ins

e Script ActiveX controls marked safe for scripting




Security Settings - Trusted Sites Zone

Settings

|#| Download signed ActiveX controls ~
() Disable
(® Enable
() Prompt

|| Download unsigned ActiveX controls
() Disable
(® Enable
() Prompt

|¢| Initialize and script ActiveX controls not marked as safe for s
() Disable
(® Enable
@] Prompt

|#¢| Only allow approved domains to use ActiveX without prompt
() Disable
®

Sl Dom Artua¥ ceetrele zmd nhncne

< >

*Takes effect after you restart your computer

Reset custom settings

Resetto: |edium (default) ~ Reset..

el

Security Settings - Trusted Sites Zone

Settings

|| Allow ActiveX Filtering ~
() Disable

@ Enable

|#| Allow previously unused ActiveX controls to run without prom
(O Disable

@ Enable

|| Allow Scriptiets
(®) Disable

() Enable
() Depmont

|| Automatic prompting for ActiveX controls
(") Disable

£

O]
|#| Binary and script behaviors

() Administrator approved
1 Micshla

*Takes effect after you restart your computer

Reset custom settings

Reset to: Medium (default) ~ Reset...

el

Security Settings - Trusted Sites Zone

Settings

(O Administrator approved
(O Disable
(® Enable
(O Prompt
|#| Run antimalware software on ActiveX controls
(®) Disable
) Enable
|#| Script ActiveX controls marked safe for scripting™
() Disable
(® Enable
(O Prompt
%% Downloads
& File download

() Disable
(@) Frzhla
£ >

|#] Run ActiveX controls and plug-ins A

*Takes effect after you restart your computer

Reset custom settings

Resettor | Medium (default) v Reset...

Cance

[. KnukHete ganatmn Ha OK 3a ga ce 3atBopaT nposopwure.




3. MOCTABYBAHE HA KOPEHCKATA (ROOT) JATOTEKA HA TRUSTED
CEPTU®UKATH

A. OTtBopeTe ro npenuctysadyoT Microsoft Edge nnu Internet Explorer n BHeceTe ja agpecaTa:
https://ca.telekom.mk.

6. [lokonKy ce nojasu, nsbeperte ja onuujata Continue to this website (not recommended).

Qj There is a problem with this website's security certificate.
b

The secunty certificate presented by this v

The secunity certificate presented by this website was issued
Security certificate problems may indicate an attempt to fool you or intercept any data you send to the server

We recommend that you close this webpage and do not continue to this website.

& Click here to dose this

webpage.

I & Continue to this website (not recommended),

® More information

B. Op, gecHaTa cTpaHa Ha npo3opoT n3bepeTe MpesemeTe ro KOpeHCKUoT (root)
ceptuduKar.

T .- CNOAENH A0XKHBYBAHA

OTATAITHA CEPTUDKKATIA
HAJBESBEIHO PELUEHWE SA BALUMTE ENEKTPOHCKK TPAHCAKLIMA

BAYKHO WU3BECTYBAHSES

33 MBMEHW BO JHIUTANHWTE CE| THdWKATI]

Entrust Authority™ Enroliment Server for Web

Kpevipajte ceptudmkar 3a sed npebapysad [TpezemeTe ro kKopeHcku1oT (root) cepTiduKkar
l‘ Kpeupajte kopucHuuku ceptudvkar 3a sawmnor ss6 npeBapysad MNpesemeTe ro KOpeHCKMOT (roct) cepTMtbMKaT M MHCTaNMpajTe ro
"!?" Ha BAWMOT KOMRjyTEp Wnu 3adysajte ro so dajn

[TpeseMete ro MagasaqoT (Issuer) ceprudukar

| Mpesemere ro nanasaqor (|ssuer) ceprutmrar


https://ca.telekom.mk/

. CumHaTMOoT dajn (cepTndMKaT) OTBOPETE FO CO KNIMKake Ha KonyeTo Open.

Do you want to open or save MakedonskiTelekomRootCA.cer (1.67 KB) from ca.telekom.mk? Open Save | ¥ Cancel
[. UHcTanupajTe ro ceptndmkatoT co nsbop Ha Install Certificate.
s Certificate X

General Details  Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» Allissuance policies
+ All application polides

Issued to: Makedonski Telekom Root CA

Issued by: Makedonski Telekom Root CA

Valid from 30.07.2020 te 30.10.2045

Install Certificate. .. IIssuer Statement

[. lo3sonete Windows aBTomaTcku Aa usbepe Kage fa ro cknagmpa cepTuduKaTor.

¥ Certificate Import Wizard € &¢ Certificate Import Wizard

Certificate Store
Welcome to the Certificate Import Wizard
P Certificate stores are system areas where certificates are kept.

This wizard helps you copy certificates, certificate trust lists, and certificate revocation ) . ) ) )
lists from your disk to a certificate store, Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

A certificate, which is issued by a certification autharity, is a confirmation of your identity

Automatically select the certificate store based on the type of certificate
and contains information used to protect data or to establish secure network

connections. A certificate store is the system area where certificates are kept. @f.
Certificate store:
Store Location | Toer
(®) Current User
(C) Local Machine
To continue, dick Next.
Cane Mext Cancel

10



€ &8 Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

(0= g1 o= 1 vl W= (mi=a sl N =8 Trusted Root Certification Authorities
Select Certificate Store b4 Content Certificate

Select the certificate store you want to use,

Bl Trusted Root Certification Authorities

[ Intermediate Certification Authorities
{ | Active Directory User Object
| Trietad Prihlichere R
< >

[] show physical stores

Cancel

E. Mo ycnewHo umnopTtuparse Ha root ceptudumkatoT, KankHeTe Finish na OK.

Certificate Import Wizard .

o The import was successful,

OK

Cancel

11



4. AKTUBUPAHSE HA BALLUMOT CEPTUOUKAT HA AECKTOMN KOMIMJYTEP /NANTON
(BE3 YNOTPEBA HA TOKEH)

BHecerTe ja agpecarta https://ca.telekom.mk Bo Be6 npenucrysauy. Oa AageHuTe onumm usbepere
ja onuujata “Kpeupaj ceptudukar 3a seb npebapysau”.

[} I LI ] CNOAENH AOXKHBYBALA

LFUTAITHA CEP TUDKKATH
HAJBESBENHO PELHEHWE SA BALUWTE ENTEKTPOHCKK TPAHCAKLIMM

BAXKHO M3BECTYBAE

38 USMEHW BO AMrMTanHuTe ceprudukaril

Entrust Authority™ Enrollment Server for Web

Kpenpajte cepmidmkar sa Beb npebapysaq [pesemere ro kopeHCKUOT (root) ceprrdmkar
p/ | Kpeunpajte kopucHWYKK cepTutukar 3a sawmor seB npebapysay MpesemeTe ro KOPeHCKMOT (root) cepTudrkar U MHCTaNMpajTe ro
l\!?[‘ Ha BALLMOT KOMMJyTep MNK 3auyeajTe ro 6o tajn

[pesemere ro uzpaBaqorT (Issuer) ceprudukar

| lMpesemeTe ro uanasaqor (Issuer) cepTudimikar

B. KnukHeTe Ha Yes 3a ga no3sonuTe Kpeupawe Ha ceptuédumkat (AKO HE CE NMOJABU OBAA
NOPAKA, HATOAYBAHKATA HE CE BO PEA — BPATETE CE HA NMPETXOOHATA FNABA O4
YNATCTBOTO)

—
Web Access Confirmation

This Web site 15 attempting to perform a digital certificate operation on
LY your behalf:

https://ca.telekom.mbkrcda-cgisclientogi.exe?action=browserCert

You should only allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?

12
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B. Bo noneto 3a pedepeHTeH 6poj ro BHecyBaTe 6p0ojoT WTO ro 4obmBaTe N0 eNEKTPOHCKA MOLUTa,
AOo4eKa NaK BO NOJIeTO 3a aBTOPM3aLMCKM KOZ Fo BHecyBaTe 6pojoT wto ro gobumsate no CMC
nopaka.

Bo noneto 3a CSP Provider-oT 3agonxkutenHo nsbepete ru cnegHuBe onumu:

° CSP type: RSA full

° CSP: Microsoft Enhanced Cryptographic Provider v1.0

L Key size: 2048
PethepenTten 6poj : KogoT nobueH
Ha e-mail
49275028
ABTOPU3ALUMCKHW KO, : oaoT AobueH
Ha SMS
A1C4-B2DF-56FG

MNotpebro e ga ro onfepete coopsetHuaT , Cryptographic Service Provider” (CSP). 3a na KOPUCTHTE UMTay Ha CMapT KapTHUKKM, WK ApYr KpunTorpadeku add
on, opbepete ro cooggetHuot CSP. Ako kopuctite Internet Explorer 3.0 unu noctapa Bepauja, HEMa None 3a eNeKTMparse, U Ke Ce KOPWCTH O4Hanpen
AetbuHupaHmoT CSP.

CSP Type :

v
RSA full

CSP :

v
Microsoft Enhanced Cryptographic Provider vi.0 J

Key Size :

v
2048

Certificate for QES:

I MNpatu 6apawe | Pecer

HAMOMEHA:

1
& Bo cnyuaj ga usbepete apyr CSP, pusukyBarte rybere Ha cepTMPMKaATOT No WTo Ke Tpeba
Aa AocTaBUTe HOBO 6apakbe 3a HOB cepTUdMUKAT.

1

& [okonky Bo noneto 3a u3bop ro Hema Microsoft Enhanced Cryptographic Provider v1.0,
Ke Tpeba ga ce Hanpasu Run Ha ActiveX KOHTponaTa Koja ce nojaByBa KaKo npegynpeayBakbe
8o Information bar-ot Ha Browser-or.

13



. KnukHete YES 3a noTBpAa AeKa ro noB/siekyBaTe cepTMdUKATOT.

Web Access Confirmation

This Web site 15 attempting to perform a digital certificate operation on
'Y your behalf:

https:fica telekom. mhk/cda-cgisclientogi exe?action=browserCert

You should only allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?

0. KnukHete Ha KonyeTo Set Security Level.

Creating a new R5A exchange key ¥

An application is creating a Protected item.

CryptoAFI Private Key

Security level set to Medium Set Security Level...

Cancel Details...

I'. Bo HoBMOT npo3opel, nsbepete High 1 knnkHeTe Ha Next.

Select a Security Level x

Select a security level appropriate for this item.

Llest my permission with 8 password when this
item is to be used.

() Medium
Request my permission when this item is to be used.

< Back Next > Cancel

E. Bo noneto Password n Confirm BHeceTe no3uHKa Koja nogouHa Ke ja KOpUCTUTe npu
noTnuwyBame Co cepTUPUKATOT (N103MHKATa Tpeba Aa MMa HajManKy 8 KapaKTepu 1 Aa CoapKu
ronema 6ykea n bapem eanHa 6pojka MKW cneumjaneH Kapaktep). MpouecoT 3aBpLueTe ro co
K/NMKakbe Ha KonyeTo “Finish”.

BA>KHO!

Osa e BALLIATA noauHka. 3anomHeTte ja oBaa n031HKa. bes Hea cepTUMKaTOT KOj CTe o NMOBeK/Ie Ha
KOMMjyTepoT HeMa Aia (yHKLMOHMpPA.




Create a Password

Create a password to protect this item.

Create a new password for this item.

Password for: CryptoAP| Private Key

Password: Ty
crm

=

Cancel

K. 3aBpLueTe co Kpenparbe Ha BalLMOT NPMBATEH KNy4 co u3bupatrbe Ha OK.

Creating a new R5A exchange key

An application is creating a Protected item.

CryptoAP| Private Key

*

Securty level set to High Set Securty Level...
Cancel Details...

3. KnukHete Ha Yes 3a 4a A03BOAUTE Kpeupare Ha cepTudukat

Web Access Confirmation

F' 'y your behalf:

operations on your behalf.
Do you want to allow this operation?

This Web site is attempting to perfform a digrtal certificate operation on

https:sfca.telekem. mkscda-cgisclientcgi.exefaction=browsercCert

You should only allow known Web sites to perform digital certificate

Yes

15



BAXKHO!

MoueKajTe Aa ce Kpeupa AUrMTaaHUOT cepTuduKar. TpaereTo moxKe ga buge op,
ABaeceTuHa ceKyHaM A0 HeKonky mMUHYTU. HE K/IMKAJTE REFRESH, RESTART nnan BACK 3a
Bpeme Ha KpeuparweTo Ha cepTuduKator. CucTemoT Ke Be MU3BECTU CO NOpPaKa 3a ycnewHo

MW HeyCNeLwHO Kpenpake Ha ceptuduKart. NMpu ycnewHo Kpenpamwe Ke ja gobuerte
cnepHaBa nNopaka:

CTNOAENH AOXKHBYBAILA

Microsoft Internet Explorer Ceptmcbumkar

YeneuwHo ro npeaeqoste cepTMbMKaToT 3a BalwmoT npebapysay 8o Intermnet Explorer. Osoj ceptdKKkar MoXe /13 Ce KOPHMCTH 3a Balla
6esbenHa UOEHTUDMKALM]A HA HALLMTE Be6 CEpBEpM W 33 MDWBATHA, EHKDUNTUPAHA KOMYHUKALM]A Ha MHTEPHET.

16



5. EKCMNOPTUPAHE HA CEPTUPUKATOT BO DA

EkcnopTupatbe Ha cepTUPUKATOT MOXKE Aa Ce HanpaBM CaMO Ha KOMMjyTepoT Koj BeKe ro Mma
BawnoT cepTuouKat. Toa € KOMNjyTePOT Ha Koj CTe ro nosnekne cepTMdUKaToT, Nog ycaoB BO
MmefyBpeme Aa He cTe ro usbpuwane.

A. 3a ga rv HanpaBuTe HaroayBakaTa, ogete Bo Control Panel v oabepete Internet options

All Control Panel ltems

&« v » Control P... » All Control Panel tems » ~ ]

Adjust your computer's settings

Administrative Tools @ AutoPlay %}% Riﬁ:k:jlszzd?fesmre
E Color Management Lg!! Configuration Manager 'ﬁ;ﬂ Credential Manager
@ Default Programs ..!'_ Device Manager .?‘;I, Devices and Printers

1 File Explorer Options & File History A Fonts

(=N

6;;4, Indexing Options E Internet Options I <, | Java

6. Bo Tabot Content usbuperte Certificates.

Internet Options ? *

General Security Privagy Content  (Rnnections Programs  Advanced

Certificates
Use certificates for encrypted connections and identification.

I Clear 551 state Certificates Publishers

AutoComplete

on webpages and suggests matches

;% AutoComplete stores previous entries Settings
for you.

Feeds and Web Slices

Feeds and Web Slices provide updated Settings
E content from websites that can be

read in Internet Explorer and other

programs.

oK Cancel Apply
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B. Cenektupajte ro BalwmoT NnepcoHaneH ceptuduKkat u KnmkHete Export

Certificates *

Intended purpose: <All= w

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certificatior| * [ *

Issued To Issued By Expiry Date  Friendly Name

54 Ime i Prezime  Makedonski Telekom CA  15.09.2017  <None>

Import... Export... Remove Advanced

Certificate intended purposes

<pll=

. KnukHete NEXT...

£# Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

[. Bo cnegHUOT YeKop, cenektmpajTe ja onunjata Yes, export the private key, co wro ke
OBO3MOXKUTE NPaBUIHO GYHKUNOHMPaHEe Ha cepTUDMKATOT.
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& £ Certificate Export Wizard

Export Private Key
‘You can choose to export the private key with the certificate.

Private keys are password protected. If you want to expart the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

{®)¥es, export the

() Mo, do not export the private key

| Next | Cancel

[. Bo cnegHMOT Npo3opeL, 3a0/KUTeNHO n3bepeTe rM NoCoUYeHUTE ONLMMU:

& =¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

DER encoded binary X. 509 (.CER)

Base-64 encoded X.509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates (\P7B)
ks " : e i }

(®) Personal Information Exchange - PKCS #12 (\PFX)
[Nindude all certificates in the certification path if possible

[ ] Delete the private key if the export is successful

[+|Expart all extended properties:

[JEnable certificate privacy

Microsoft Serialized Certificate Store ((S5T)

|

E. Mo knukare Ha Konyeto Next o NMPeTXOAHMOT YeKop, NocTanKkaTta BOAM A0 BHeCyBarbe Ha
NO3MHKa. Ja BHecyBaTe McTaTa /I03MHKa KOja ja BHECOBTe 3a cepTUdMKATOT Mpu MPOLECOT Ha
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AKTMBMparbe Ha BawwnoT cepTudmKaTt Ha geckton Komnjytep/nanton (6e3 ynotpeba Ha TOoKeH) [

(cTpaHuMua 13, Touka E Bo oBa ynatctso)].

& £¥ Certificate Export Wizard

Seourity

using a password.

To maintain security, you must protect the private key to a security principal or by

[JGroup or usernames (recommended)

Add

Remove

Password:

Confirm password:

Cancel

K. Bo cneaHMOT YeKop ro bupate umeTo Ha $pajnoT 1 IoKaumjaTa KaZe LWTO cakaTe Aa ro 3ayysaTte

cepTMdUKaToT.

€ &¥ Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
| ‘ I Browse... I

Next Cancel

& save As
1 & » ThisPC » Local Disk (C) » v O Search Local Disk [C:)
Organise v Mew folder E= -
[ This PC Name Date modified Type
[ Desktop SGetCurrent File folder
@ Documents CheckPaoint File folder
4 Downloads cpgsystem File folder
i DRIVERS File folder
J) Music X
gemalto File folder
&1 Pictures Hyper-V Cluster File folder
{8 videos inetpub File folder
‘e Local Disk (C:) Intel 54 File folder
- D (D) Logs 3.02.2016 1831 File folder
- E(E) MS0Cache 15.01.201513:01 File folder
L 4
F\Ieﬂamel| ImePrezimeI I
Save as type: | Personal Information B(changi:.pijl
~ Hide Folders Cancel

Tunot Ha dajnoT Tpeba aa e .pfx

20




4 £* Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

C:\ImePrezime. pfx |E Browse. .. i

[mex )| conce

& £ Certificate Export Wizard

Completing the Certificate Export Wizard

‘You have successfully completed the Certificate Export wizard.

You have specified the following settings:

File Name C:\ImePrezime.pfx

Export Keys es
Include all certificates in the certification path Yes

File Format Personal Information Exchange (*.pfix|

Finish Cancel

BHeceTe ja n03MHKaTa Koja ja CTaBUBTE NPU NOBJEKYBAHETO Ha CEPTUPUKATOT:

Password for:

Exporting your private exchange key

An application is requesting access to a Protected item.

X

cererssnnes

CryptoAF| Private Key

Cancel Details. ..

Ha KpajHunoT npernep 3a ekcnopTMparse Ha ceptudmrkatoT nsbupete OK.

Certificate Export Wizard ot

The export was successful,

HAMNOMEHA:

& HanpaseTte ekcnopTupatbe Ha cepTMPUKATOT U 3adyBajTe ro Ha 6e3begHoceH meguym
(ToKeH) 3a Bo cnyyaj Ha pedeKT Ha KoMmnjyTepoT uamn notpebHo popmatuparse.

& No3nHkKata KpeunpaHa npu akKtusupamwe Ha CepTM(bMKaTOT Bu e HeonxoaHa 3a Kopucremwe

Ha cepTUPUKaTOT, 3aNOMHeTe ja.
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6. UMMNOPTUPAHE CEPTUOUKAT O ®AJ1 HA AECKTON KOMMJYTEP/NANTON

[oKoNKy cakate cepTuduKaTUTE KOW MPETXOAHO M MMaTe eKcnopTupaHo Bo ¢ajn (cornacHo
TOYKa 4. 04,0Ba yNaTCTBO) Aa M BHeceTe Ha Apyra /Iokaluuja (aeckton Komjytep/nanton), cnegete
TM CNegHUBE YeKopHu:

A. N36epeTe ja nokauujata Kage WTo Bu e ekcnoptupaH ceptudumkatoT. Co ABOEH KAMK Ha Hero
ce oTBOpa CegHMOB Npo3opeL;:
(CepTnduKaToT Mopa Aa e ekcnopTupaH Bo PKCS#12 (.pfx) popmar)

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification autherity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

®

() Local Machine

To continue, dick Mext.

Cancel

Co nsbuparse Ha Next npemunHeTe Ha CIeaHMOT YeKop.

B. Ha cnegHunoT npo3opel, KnnkHeTe Next (PFX ¢ajnoT WwTto ro KAMKHaBTe € aBTOMATCKK
nocTaBeH).

€ =% Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

Cimerrezime o] ||

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {,F78)
Microsoft Serialised Certificate Store (.55T)

e
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B. BHeceTe ja no3nHKaTa 3a BawnoT cepTduKaT, 1 0O3HaYeTe r'M NOCOYEHUTE NONUHA BO
JafeHaTa cnKa 1 KnnkHeTe Ha Next:

x
€ & Certificate Import Wizard

Private key protection

To maintain security, the private key was protected with a password

Type the password for the private key.

Password:
| e .
[ Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option,
[Aba

ke

rk this key as exportable. This will allow you to back up or transport your
s at alater time,

Include all extended properties.

Cancel

I'. Ha cnegHmoT npo3opel, oabepete “Automatically select the certificate store based on the
type of certificate” 1 knnkHeTe Ha Next:

X
€ £ Certificate Import Wizard
Certificate Store
Certificate stores are system areas where certificates are kept.
Windows can automatically select a certificate store, or you can spedify a location for
the certifical
atically select the certificate store based on the type of certifica
(O Place all certificates in the following store
Browse...
Cancel
x
& & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

Yau have specified the fallowing settings:

I e Automatically determined by the wizard

Content PFX

File Name Ci\ImePrezime. pfix

Cancel

23



[. O HoBMOT Npo3opel, ogbepeTe Set Security Level.

Creating a new R5A exchange key *

An application is creating a Protected item.

CryptoAPI Private Key

Security level set to Medium Set Security Level...

Cancel Details...

E. N36epeTe High n knnukHete Ha Next.

Select a Security Level

Select a security level appropriate for this tem.

O
Request my pemission with a password when this
item is to be used.

() Medium
Request my pemission when this tem is to be used.

< Back Next > Cancel

K. BHeceTe ja N03MHKaTa 3a cepTUPMKATOT ABa NATU U KAMKHeTe Ha Finish. (JlTo3auHKaTa He Tpeba

[la e NoMana of, 6 KapaKkTepu U Mmopa Aa coapKu bapem efHa bpojka nnm byksa.)

Create a Password

Create a password to protect this item.

Create a new password for this tem.

Password for: CryptoAP| Private Key

Password: sensnsenane
i

s

< Back Cancel

3. KnankHeTe Ha Kon4yeTto OK.
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Creating a new RS54 exchange key x

An application is creating a Protected item.

CryptoAFP| Private Key

Security level set to High I Set Security Level... I

Cancel Details...

S. Ha nocnegHuoT Yyekop Tpeba Aa ce nojasu nposopedl, co nopaka, The import was successful.
KnukHete Ha OK.

Certificate Import Wizard '

| The import was successful.
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