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BOBEAHW MPEMNOPAKU

OBa ynaTcTBO € HAMEHETO 33 CUTEe KOPUCHULM Ha:
» HanpepaeH e-notnuc (KBannduKkyBaH cepTUdUKaT 3a HanpeaeH eNeKTPOHCKM NOTNKUC)
n
» HanpepaeH e-neyat (KBannudukysaH cepTuduKaT 3a HaNpeaeH eNeKTPOHCKM neyar)

M onuwyBa 4YeKOpUTE 3a aKTUBMPAHE W WMHCTanauumja Ha cepTUPUMKATOT Ha AecKTon
Komnjytep u/vnamn nanton.

MNPEAYCNOB :

3a MHCTanaumja M akTUBMpPakbe Ha CepTUDUKATOT, CO CKNYyYyBakbe HA AOrOBOPOT 33
Kopuctere Ha KBanndukyBaH cepTUPUKAT 3a HanpeaeH eNeKTPOHCKN NOTNMC UK
KBanndukyBaH cepTuduKaT 3a HanpeneH eNeKTPOHCKM nedat, MakedoHCKM
Tenekom BM [OoCTaByBa aBTOPM3ALMCKMOT Koa M pedepeHTHMOT 6poj.
PedepeHTHNOT 6poj ro AobumBaTe NpeKy e-nowTa, A0AEKa aBTOPU3ALMCKUOT Kog,
ro pobusarte no SMS.

BAXKHO!

1. BpemeTpareTo Ha aBTOPM3aLMCKMOT Koa U pedepeHTHMOT 6poj e 30 aeHa og,
n3faBarbeTo.
2. 3auHCTanaumja v akTMBMpak-e NoTpebHOo e Aa ro KopUcTUTe UCKAYYUBO Internet

Explorer npenaucrysauvor

3. 3anomHeTe ja I0O3UHKATA NOTPpebHa Npu KOpUCTErE Ha cepTUdKATOT, a Koja ja
Kpeupate npu NoB/aeKyBake Ha BawmoTt ceptudmkar.
EkcnopTupaHmoT cepTuduKaT 3auyBajTe ro Ha 6e3beseH meauym (TOKeH), BO
CNy4vaj Ha fedeKT Ha KoMNjyTePOT AN popmaTnpame.




AKTUBUPAHE HA CEPTUDUNKAT

3a A3 3ano4YHeTe Co NPOLLECOT Ha aKTUBMUpPatbe Ha cepTUdUKATOT, oTBopeTe ro Internet
Explorer npenncTyBayoT u BHeceTe ja agpecata: https://ca.telekom.mk. 3a ycnewHo

aKTUBMpPaHe Ha cepTMdUKaTOT, NnoTpebHo e https://ca.telekom.mk aa 6uge craseH Bo

Trusted Sites, nctmot ga buae craseH so Compatibility View n cute ActiveX KoHTponu

Aa buaaT nocraBeHun Ha Enable.

HATOYBAHE HA ACTIVEX KOHTPOJIM U TRUSTED SITES

A. 3a aa ja gopagete Beb-ctpaHuuaTa https://ca.telekom.mk Bo Trusted Sites Ha Internet

Explorer, Bo ropHMOT AieceH aron o4, NPeancTyBayoT, KNIMKHETE Ha KONYeTo LITO 03HaYyBa

P

Eoh .
Anatku 3a nogecyBare- Tools (“ ), usbepete Internet options 1 K1nkHeTe Ha TaboT

Security.

Print

File

Zoom (120%)
Safety

Open with Microsoft Edge

Add site to Apps
View downloads
Manage add-ons
F12 Developer Tools
Go to pinned sites

Compatibility View settings

Internet options

RBoUt Interner gp orer

Wow oW W

Ctrl+Shift+E

Ctrl+)

General Security  Privacy Content Connections Programs = Advanced

Select & zone to view or change security settings.

@ @ [/

Internet  Local intranet

&
Trusted sites

Restricted
sites

Trusted sites
This zone contains websites that you
trust not to damage your computer or
your files.
‘fou have websites in this zone.
Security level for this zone

Allowed levels for this zone: Al

Medium

Sites

- Prompts before downloading potentially unsafe
content
- Unsigned ActiveX controls will not be downloaded

[JEnable Protected Mode (requires restarting Internet Explarer)

Custom level... Defaul

Reset all zones to default level

':t}' Some settings are managed by your system administrator.

OK Cancel Apply


https://ca.telekom.mk/
https://ca.telekom.mk/
https://ca.telekom.mk/

b. U36epeTe Trusted sites u KNMKHeTe Ha KonyeTo Sites. Bo HOBOOTBOPEHMOT NPO30p BO
noneto Add this website to the zone, BHeceTe https://ca.telekom.mk n knukHete Add. Mo

[oAaBarbeTo Ha agpecata KnukeHete Close.

Trusted sites

You can add and remove websites from this zone. All websites in
By thiz zone will use the zone's security settings.

ot

Add this website to the zone:

https://ca.telekom.mk/

| [ Add

Websites:

* NMeapps, com

* skillport. com

* webex.com
http:/f* nmeapps.com

| SRR J I [ EI SRR [

4] Remaove

W

Require server verification (https:) for all sites in this zone

Close

B. MpopgonkeTe co paboTa Bo npo3opoT Internet Options 1 noa TaboT Security KNANKHETE Ha
Custom Level Bo gonHuoT gen og npo3sopot (Trusted sites Tpeba Aa octaHe u3bpaHo). Ke ce
oTBOPU Npo3opeuoT Security Settings — Trusted Sites Zone co ancra Ha onuuu.

nternet Options ? >

General Security Privacy Content Connections Programs Advanced

o

Select & zone to view or change security settings.

@ ¢ J

Internet Local intranet  Trusted sites  Restricted
sites
Trusted sites
_ ) ) Sites
f This zone contains websites that you
W trustnot to damage your computer or
your files,

You have websites in this zone.

Security level for this zone
Allowed levels for this zone: Al

Medium
- Prompts before downloading potentially unsafe
E content
- Unsigned ActiveX controls will not be downloaded

[JEnable Protected Mode {requires restarting Internet Explorer)
Custom level... Default level
Rezet all zones to default level

|@| Some settings are managed by your system administrator.

QK Cancel Apply

Security Settings - Trusted Sites Zone

Settings

Eid .NET Framework A
& Loose XAML
() Disable
{® Enable
() Prompt
,gﬁ XAML browser applications
() Disable
(® Enable
O Prompt
,93 XPS documents
() Disable
(@) Enable
O Prompt
e .NET Framewark-reliant components

% Permissions for components with manifests
Y Nieshla
£ >

*Takes effect after you restart your computer

Reset custom settings

Resettor | Medium (default) > Reset...

Concel



https://ca.telekom.mk/

. Oa pageHaTta AnCTa, cnegHMBeE CTaBKM noctaseTe rn Ha Enable:
e ActiveX controls an plug-ins, Allow previously unused ActiveX controls to run
without prompt
e Automatic prompting for ActiveX controls
e Download signed ActiveX controls
e Download unsigned ActiveX controls
e Initialize and script ActiveX controls not marked as safe for scripting
e Only allow approved domains to use ActiveX without prompt
e Run ActiveX controls and plug-ins
e Script ActiveX controls marked safe for scripting

Security Settings - Trusted Sites Zone * Security Settings - Trusted Sites Zone *
Settings Settings
|#| Download signed ActiveX controls - |#| Allow ActiveX Filtering ~
(O Disable (O Disable
(® Enable @ Enable
Prompt || Allow previously unused ActiveX controls to run without prom
|| Dowrload unsigned ActiveX controls () Disable
() Disable (®) Enable
(® Enable |#| Allow Scriptlets
() Prompt (@) Disable
|#| Initiglize and script ActiveX controls not marked as safe for s () Enable
(O Disable (Bt
(® Enable || Automatic prompting for ActiveX controls
() Prompt () Disable
|| Only allow approved domains to use ActiveX without prompt @_)m
(O Disable |#| Binary and script behaviors
® () Administrator approved
| Din Artua¥ camteale 2md nheone Y Picshla w
< > £ >
*Takes effect after you restart your computer *Takes effect after you restart your computer
Reset custom settings Reset custom settings
Resetto:  |pedium (default) ~ Reset... Resetto: | Medium (default) ~ Reset...
Concl cance

Security Settings - Trusted Sites Zone X

Settings

|#] Run ActiveX controls and plug-ins A
(O Administrator approved
() Disable
(@ Enable
O Prompt

|#| Run antimalware software on ActiveX controls
(®) Disable
() Enable

|#| Script ActiveX controls marked safe for scripting
(O Disable
(® Enable
(O Prompt

&% Downloads

& File download

(O Disable
(@) Frzhla
£ >

*Takes effect after you restart your computer

Reset custom settings

Resettor | Medium (default) v Reset...

Cancel




[. KnnkHeTe ganat Ha OK 3a ga ce 3atBopaT nposopwuTe.

CnedHume 0dea uekopa (I u E) Hanpasume 2u camo OOKO/AKy 20 Kopucmume

npeaucmysayom Internet Explorer eep3uja 11.

. Bo rOpHMOT AeceH aros og, Npo3opeL,oT Bo npenncTyBayoT Internet Explorer 11, kamMkHeTe
Ha KON4eTo LITO 03HayyBa AnaTku 3a nogecyBare (Tools) n oabepete: Compatibility View

settings:
- m} x
e e £~ C || @ Entrust Authority™ Enrolim... E =
File Edit View Favourites Tools Help Print »
¥ Find: Previous Next| o Options - File 4
Zoom (100%) > m
Safety A

ANTUTANHA CEPTUDOMKATH

HAJBESBEIHO PELIEHWE 3A BALIMTE E
TPAHCAKLIMHK

Entrust Authority™ Enrollment Server for Web

Kpewpajre ceprudmkar sa sed npebapysad

w

Add site to Apps
View downloads
Manage add-ons

F12 Developer Tools

Gotoninneceiter

Ctrl+J

Compatibility View settings

Internet options

About Internet Explorer

Il‘@ KpenpajTe KOpHCHMYKKM CepTHbMKaT 3a sawnoT eed npedapysay
7]

E. ctpaHarta https://ca.telekom.mk/logaaeTe ja Bo Npa3HOTO NoJe CO NPUTUCKaAHbE Ha
konuyeto Add, a noToa 3aTBOpPETEro NPO30pPOT CO KNUKake Ha KonyeTto Close.

Compatibility ¥iew Settings E

Q Change Compatibility Yiew Settings

‘Websites you've added to Compatibility Wiew:

[¥ Display intranet sites in Compatibilicy Yiews
[V Use Microsoft compatibility lists

Learn more by reading the Internet Explorer privacy statement

Remove

[

Close |
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MOCTABYBAHE HA KOPEHCKATA (ROOT) AATOTEKA HA TRUSTED
CEPTUOUKATU

A. OtBopeTe ro npenncrtysayort Internet Explorer u BHeceTe ja agpecaTa:
https://ca.telekom.mk.

b. U3bepeTe ja onumjata Continue to this website (not recommended).

L

& Certificate Error Nawvi _-__._. e ked - Wine
9 -1 psedf catebekomumiks cdacverview. htmi
Eidle [Edit View Favorites Tools Help

i Favorites |55« @& Registration Authority Ma... | # Certificate Ermor: Navig.. %

—
@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The secunty certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the server.

We recommend that you close this webpage and do not continue to this website.

Q‘ Click here 1o dose this webpage.

I * Continue to this website (not recommended). I

= More information

B. Op necHata cTpaHa Ha Npo30poT nsbepete MHcTanmpaj unm 3auysajte Bo ¢aj.

[ ] I LB B | CNOAENH 10XKHBYBALA

OHTATAITHA CEPTHMOMKATH
HAJBESBE[IHO PELLEHWME SA BALLMTE EJTEKTPOHCKKM TPAHCAKLIVIK

BAXXHO M3BECTYBAHHE

33 M3MEHW BO OUIMTANHWTE cepTHdmKaThl

Entrust Authority™ Enrollment Server for Web

Kpewpajte ceprvdwikar 3a Be6 npedapysaq [Tpesemere ro KOPEHCKUOT (root) cepTrdmKaT
p/ | Koevpajte KOPUMEHHUUKN CepTudimkar 3a sawmor sef npebapysaq MpesemeTe ro KOPEHCKMOT (root) CepPTMMKAT M MHCTATMPE]TE TO
'\=7)‘ Ha BALWWOT KOMNJYTEP WM 3adysajTe ro 80 dajn

[Npe3emere ro uspaBa4oT (Issuer) cepridukar

| Mpezemete ro nanasavor (Issuer) ceptndmxar


https://ca.telekom.mk/

. CumHaTMOoT dajn (cepTndmKaT) OTBOPETE ro CO KMKake Ha KonyeTo Open.

Do you want to open or save MakedonskiTelekomRootCA.cer (1.67 KB) from ca.telekom.mk?

. NHcTanupajte ro ceptudumkaTtoT co M3bop Ha Instal Certificate.

Open

r  Certificate

General Details Certification Path

g Certificate Information

» All issuance policies
» All application polices

This certificate is intended for the following purpose(s):

Issued to: Makedonski Telekom Root CA

Issued by: Makedonski Telekom Root CA

Valid from 30.07.2020 to 30.10.2045

I Install Certificate... | Jlssuer Statement

I. lozsoneTe Windows aBTomaTcku Aa usbepe Kage [4a ro CKaagmpa cepTMduKaTor.

“# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocatio
lists from your disk to a certificate store,

A certificate, which is issued by a certification autharity, is a confirmation of your iden
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(®) Current User

(O Local Machine

To continue, dick Next.

€ .¥ Certificate Import Wizard

Certificate Store

Save

-

Certificate stores are system areas where certificates are kept.

Cancel

Windows can automatically select a certificate store, or you can spedify a location for

the certificate.

Certificate store:

Automatically select the certificate store based on the type of certificate

Browse...

Cancel



€ &8 Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

(0= g1 o= 1 vl W= (mi=a sl N =8 Trusted Root Certification Authorities
Select Certificate Store b4 Content Certificate

Select the certificate store you want to use,

Bl Trusted Root Certification Authorities

[ Intermediate Certification Authorities
{ | Active Directory User Object
| Trietad Prihlichere R
< >

[] show physical stores

Cancel

E. Mo ycnewHo nmnopTupame Ha root cepTudmKatoT, KamkHeTe Finish na OK.

Certificate lmport Wizard *

o The import was successful,

0K

Cancel
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AKTUBUPAHE HA BAWLUNOT CEPTUDUKAT HA JECKTOIM KOMIUYTEP
/NANTON (BE3 YNOTPEBA HA TOKEH)

BHeceTe ja agpecaTta https://ca.telekom.mk Bo Be6 npenucrysay. Oa AageHuTe Onuumu
nsbepeTte ja onunjata “Kpenpaj ceptudukar 3a Beb npebapysay”.

T .. CNOAENH AOXKHBYBAGA

AT MTAITHA CEPTUOUKATHA
HAJBESBENHO PELHEHWUE SA BALUMTE EJTEKTPOHCKK TPAHCAKLIMM

BAYXHO M3BECTYBAE

32 M3MEHK BO AMIHMTanHWTE cepThdmMKaT

Entrust Authority™ Enrollment Server for Web

Kpeunpajte cepmdmkar 3a Beb npebapysaq [pesemere ro kopeHcKUOT (root) ceptudmkar
l‘ Kpenpajte KOPUCHUY KK cepTudmMKkar 3a sawmoT sed npeapysad MMpeseMeTe ro KOPEHCKWOT (root) cepTUdMKaT M MHCTaNUpajTe ro
l\!;,‘ Ha BalUMOT KOMN]YTEP MK 3a4yBajTe ro 8o dajn

Mpesemerte ro uzpasadoT (Issuer) ceprudukar

| Mpesemete ro nanasa4or (Issuer) ceptndnrar

b. KnankHeTe Ha Yes 3a aa A03BouTe Kpeupake Ha ceptuduikat (AKO HE CE MOJABU OBAA
NMOPAKA, HATOAYBAHKATA HE CE BO PEA — BPATETE CE HA MNMPETXOAOHATA [/1ABA O4
YNATCTBOTO)

—
Web Access Confirmation

This Web site 15 attempting to perform a digital certificate operation on
Y your behalf:

https:/sca telekom.mkscda-cgisclientcgi exelaction=browsercert

You should only allow lnown Web sites to perform digital certificate
operations on your behalf,
Do you want to allow this operation?

11
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B. Bo noneto 3a pedepeHTeH 6poj ro BHecyBaTe 6p0ojoT WTO ro AobuBaTe NoO €/IeKTPOHCKA
nowTa, A0AEKa NakK BO NONETO 33 aBTOPM3ALMCKM Ko ro BHecyBaTe 6pojoT wTo ro gobusaTe
no CMC nopaka.

Bo noneto 3a CSP Provider-oT 3agosxkutenHo nsbepete ru cnegHnse onuum:

. CSP type: RSA full

° CSP: Microsoft Enhanced Cryptographic Provider v1.0

o Key size: 2048
PethepenTten 6poj : KogoT nobueH
Ha e-mail
49275028
ABTOPU3ALUMCKHW KO, : oaoT AobueH
Ha SMS
A1C4-B2DF-56FG

MNotpebro e ga ro onfepete coopsetHuaT , Cryptographic Service Provider” (CSP). 3a na KOPUCTHTE UMTay Ha CMapT KapTHUKKM, WK ApYr KpunTorpadeku add
on, opbepete ro cooggetHuot CSP. Ako kopuctite Internet Explorer 3.0 unu noctapa Bepauja, HEMa None 3a eNeKTMparse, U Ke Ce KOPWCTH O4Hanpen
AetbuHupaHmoT CSP.

CSP Type :

v
RSA full

CSP :

v
Microsoft Enhanced Cryptographic Provider vi.0 J

Key Size :

v
2048

Certificate for QES:

I MNpatu 6apawe | Pecer

HAMOMEHA:

1
& Bo cayuyaj ga usbepete gpyr CSP, pusukysate rybere Ha cepTUPUKATOT MO LITO Ke
Tpeba aa gocrasute HoBoO H6apare 3a HOB cepTUdMKaT.

1

& JDoKonKy Bo nosneto 3a usbop ro Hema Microsoft Enhanced Cryptographic Provider
v1.0, ke Tpeba pa ce Hanpasu Run Ha ActiveX KOHTponata Koja ce nojaByBa KaKo
npeaynpeayBsame Bo Information bar-ot Ha Browser-or.

12



I KnukHeTe YES 3a noTBpAa AeKa ro nosseKkysaTe cepTudUKaTor.

Web Access Confirmation

This Web site is attempting to perform a digital certificate operation on
LY your behalf:

https:#fca telekom.mkfcda-cgisclientogi exel?action=browser Cert

You should only allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?

. KnnkHeTte Ha KonyeTo Set Security Level.

Creating a new R5A exchange key X

An application is creating a Protected item.

CryptoAP| Private Key

Securty level set to Medium Set Security Level...

Cancel Details...

. Bo HoBMOT npo3opel, nsbepete High u kankHeTe Ha Next.

Select a Security Level x

Select a security level appropriate for this item.

item is to be used.

() Medium
Request my permission when this item is to be used

< Back Next = Cancel

E. Bo noneto Password n Confirm BHeceTe N03MHKA KOja NOAoOLHA Ke ja KOpUCTUTE npu
noTNUWyBakwe CO cepTUPMUKATOT (NI03MHKaTa Tpeba Aa MMa HajmanKy 8 KapaKTepu M aa
cogpxu ronema bykea M bapem egHa 6pojka MAM cneuujaneH Kapaktep). lMpouecoT
3aBpLLETE ro CO KAMKake Ha KonyeTo “Finish”.

BA>KHO!

Oga e BALLIATA nosuHka. 3anoMHeTe ja oBaa no3vHKa. bea Hea cepTU(UKATOT KOj CTe ro NoBnekne Ha
KOMMjyTepoT HeMa Aa (yHKLMOHMpPA.




Create a Password X

Create a password to protect this item.

Create a new password for this item.

Fassword for: CryptoAP| Private Key

Password: sssssssnee
i

< Back Cancel

. 3aBplueTe co Kpenpake Ha BallMOT NPMBATEH Kay4 co M3bupame Ha OK.

Creating a new R5A exchange key =

An application is creating a Protected item.

CryptoAPI Private Key

Security level set to High Set Security Level. .
Cancel Details...

3. KnukHeTe Ha Yes 3a Aa 403BO/IMTE Kpeupake Ha cepTuduKaT

Web Access Confirmation

This Web site is attempting to perfform a digital certificate operation on
Fi 'y your behalf:

https:/fca telekom. mkscda-cgisclientogi.exe?action=browsercert

You should only allow known Web sites to perform digital certificate
operations on your behalf,
Do you want to allow this operation?

14



BAXHO!

Mouekajte ga ce Kpenpa auruTanHUoOT ceptTudukar. Tpaerwero moxke aa buge op,
ABaeceTUHA ceKyHAU A0 HekonKy muHyTu. HE KJIMKAJTE REFRESH, RESTART nnau BACK 3a
Bpeme Ha KpeupareTo Ha cepTUudMKaToT. CUCTEMOT Ke Be M3BECTU CO NOpPaKa 3a yCnewHo

WM HeycneLwHOo Kpeupamwe Ha ceptudukKar. Mpu ycnewHo Kpeupare Ke ja aobuerte
cnepHaBa Nopaka:

CTNOAENH AOXKHBYBAILA

Microsoft Internet Explorer Ceptmcbumkar

YeneuwHo ro npeaeqoste cepTMbMKaToT 3a BalwmoT npebapysay 8o Intermnet Explorer. Osoj ceptdKKkar MoXe /13 Ce KOPHMCTH 3a Balla
6esbenHa UOEHTUDMKALM]A HA HALLMTE Be6 CEpBEpM W 33 MDWBATHA, EHKDUNTUPAHA KOMYHUKALM]A Ha MHTEPHET.

15




EKCNOPTUPAHE HA CEPTUGUKATOT BO DA

EkcnopTupatse Ha cepTMPUKATOT MOXKe [a Ce HanpaBM CaMo Ha KOMMjyTepoT Koj BeKe ro Mma
BawwuoT cepTndmkat. Toa € KoMnjyTepoT Ha Koj CTe ro NoBJsiekne cepTMdMKaToT, nog ycaos
BO MefyBpeme Aa He cTe ro nsbpuwane.

A. Bo ropHMOT aeceH aron og npenuctysayoT Internet Explorer, KIMKHETe Ha KON4YeTo WTO
03HauvyBa AnaTku 3a nogecysame (Tools) u ogbepete Internet options.

- [m| X
e @ http://t-we/cda-cgi/clientcg O ~ & & Entrust Authority™ Enrellm... '_..._'E:::'
File Edit View Favourites Tools Help Print ¥
% Find: Previous MNext ‘ j Options ~ File >
Zoom (90%) »
Safety > @
Add site to Apps
View downloads Ctrl+)

Manage add-ons

~  F12 Developer Tools

Microsoft Internet Explorer Ceptudomi; — Sotepnnedsites

Compatibility View settings

Internet options

RO UT TTCeTTer ERprarer

YenewHo ro NpessoeTe CepTUMKATOT 3a BalwKWoT npebapysady 6o Internet Explorer. OBo] cepTMQIMKAT MOXE 03 C& KOPMCTH
33 BalWa GealenHa MOEHTM(MKALKM]A HA HALWKTE BEO CEDBEPM M 33 NPUBATHA, EHKPUNTUDAHA KOMYHUKALMIE HA MHTEDHET.

6. Bo TaboT Content nsbuperte Certificates.

Internet Options ? >

General Security Privagy Content  (Bnnections  Programs  Advanced

Certificates
Use certificates for encrypted connections and identification.

E Clear S5L state Certificates Publishers

AutoComplete

AutoComplete stores previous entries Settings
on webpages and suggests matches
for you.

Feeds and Web Slices
@ Feeds and Web Slices provide updated Settings
F content from websites that can be
read in Internet Explorer and other
programs.

OK Cancel Apply

16



B. CenekTunpajTte ro BawmMoT NepcoHaneH cepTudmrKaT u KnmkHete Export

Certificates *

Intended purpose: <All> e

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certification 4 | *

Issued To Issued By Expiry Date  Friendly Name =
54 Ime i Prezime  Makedonski Teleskom CA  15.09.2017 <Mone>»

W
Import... Export... Remove Advanced

Certificate intended purposes
<All=

View

Close

. Knnknete NEXT...

2% Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext.

[. Bo cnegHMOT YeKop, cenektTupajte ja onunjaTa Yes, export the private key, co wro Ke
OBO3MOKUTE NPaBUIHO GYHKUNOHMPAHE Ha CepPTUDMKATOT.



€ £ Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If vou want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

®)ives, export th
("I Mo, do not export the private key

P—
Cancel

[. Bo cnegHMOT Npo3opeL, 3a40/KUTeHO u3bepeTte M NocoYeHUTe ONLUM:

“

L% Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER encoded binary X.509 (.CER)
Base-64 encoded ¥, 509 (.CER)
Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7E)
. n ) et i !

(®) Personal Information Exchange - PKCS #12 (\FFX)
[Jindude all certificates in the certification path if possible

[Jpelete the private key if the export is successful

[~Expart all extended properties:

[CJEnable certificate privacy

Microsoft Serialized Certificate Store (L55T)

MNext Cancel
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E. Mo Knnkame Ha konveto Next o4 NpPeTXo4HMOT YeKop, NOCTanKaTa BOAU A0 BHECYBaHe Ha
JNIO3WHKa. Ja BHecyBaTe UcTaTa 103MHKa KOja ja BHECOBTe 3a cepTUUKATOT NPU NpoLLecoT Ha
AKTMBMparbe Ha BawuoTt ceptudukaT Ha geckton komnjytep/nanton (6e3 ynotpeba Ha

ToKeH) [ (cTpaHumua 13, Touka E Bo oBa ynatctso)].

€ £ Certificate Export Wizard

Security

To maintain security, you must protect the private key to a security principal or by
using a passwaord,

[JGroup or usernames (recommended)

Add

Remove

Password:

Confirm password:

. Bo cnegHMOT yekop ro bupate nmeto Ha $ajnoT M NoKauMjaTa Kage WTO cakaTe Aa ro

3ayyBaTe cepTUPUKATOT.

v O

Search Local Disk (C:

Date modified

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

x® 2 Save As
&« ¢ Certificate Export Wizard 1 & » ThisPC » Local Disk (C) »
Organise « Mew folder
File to Export N -
Spedify the name of the file you want to export [ This PC ame
[ Desktop SGetCurrent
Eile name: Iﬂ Documents CheckPoint
|‘ I Browse... I 4 Downloads cpgsystem
i DRIVERS
J) Music
gemalto
=] Pictures Hyper-V Cluster
m Videos inetpub
. Local Disk (C:) Intel
- D (D) Logs
E(E) MS0Cache
v o<
F\Ieﬂamel| ImePrezimel I
Save as type: | Personal Information B(changi:.pijl
Next Cancel » Hide Folders

Save

Cancel

Tunot Ha ¢ajnoT Tpeba aa e .pfx
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4 £* Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

C:\ImePrezime. pfx |E Browse. .. i

[mex )| conce

& £ Certificate Export Wizard

Completing the Certificate Export Wizard

‘You have successfully completed the Certificate Export wizard.

You have specified the following settings:

File Name C:\ImePrezime.pfx

Export Keys es
Include all certificates in the certification path Yes
File Format Personal Information Exchange (*.pfix|

Finish Cancel

BHeceTe ja N03MHKaTa KOja ja CTaBMBTE NPW NOBAEKYBaHETO Ha CEPTUHUKATOT:

Password for:

Exporting your private exchange key

An application is requesting access to a Protected item.

X

CryptoAP| Private Key

cesssssenes

Cancel Details...

Ha KpajHuoT nperneg 3a ekcnopTuparbe Ha cepTudumKkatoT nsbmpete OK.

Certificate Export Wizard *

The export was successful.

HAMOMEHA:

& HanpaBseTe ekcnopTupare Ha cepTMPUKaTOT 1 3a4yBajTe ro Ha 6esbegHoceH meauym
(ToKeH) 3a Bo cnyyaj Ha AedeKT Ha KomnjyTepoT unu notpebHo popmartupamse.

& JNlo3auHKaTa KpeupaHa npu aKTMBUpare Ha cepTuduKatoT Bu e HeonxoaHa 3a

KopucTere Ha cepTUPUKATOT, 3aNOMHeETE ja.
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NMIMOPTUPAHE CEPTUDUKAT O ®AJ1 HA AECKTOIM
KOMMJYTEP/NANTON

[loKONKY caKkaTe cepTMdUKaTUTE KOU MPETXOAHO r'M MMaTe eKcnopTupaHo Bo ¢ajn (cornacHo
TO4YKa 4. o4 OBa ynaTCTBO) Aa MM BHeceTe Ha Apyra noKauuja (aeckton Komjytep/nanton),
cnepeTe rm cheHUBE YeKopu:

A. U3bepeTe ja fIoKaumjaTa Kage wWTo Bu e ekcnoptupaH ceptudurKkaToT. Co ABOEH KAMUK Ha
Hero ce oTBOpa C/Ie4HMOB Npo3opeL;:
(CepTtnduKkaToT MOpa Aa e ekcnopTupaH Bo PKCS#12 (.pfx) dopmar)

=¥ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

() Local Machine

To continue, dick Next,

Cancel

Co n3buparse Ha Next npemuHeTe Ha CNeaHUOT YeKop.

B. Ha cnegHuoTt nposopel, kankHete Next (PFX ¢ajfioT WTo ro KAMKHaBTe e aBTOMAaTCKK
NnocTaBeH).

& £¥ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
m |I Browse... I

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 {.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialised Certificate Store ((S5T)

o
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B. BHeceTe ja no3nHKaTa 3a BawnoT cepTuduKaT, U 0O3HaYeTe rm

AajeHaTa C/IMKa U KAMKHeTe Ha Next:

NnoCoYeHUTE NOJINkba BO

£ Certificate Import Wizard

Private key protection

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[AiMark this key as exportable. This will allow you to back up or ranspart your
keys at a later time,

Include all extended properties.

Cancel

the type of certificate” n kKnnkHeTe Ha Next:

I'. Ha cnegHmoT npo3sopel, oabepete “Automatically select the certificate store based on

[. Knuknete Ha Finish.

4 & Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

matically select the certificate store based on the type of certifical
() Place all certificates in the following stare

Browse...

Cancel

&«

X
ertificate Import Wizard

Completing the Certificate Import Wizard

The certficate will be imported after you diick Finish.

You have spedified the folloning settings:

[EI e e Automatically determined by the wizard
Content

PFX
Ci\mePrezime.pfx

File Name

Cancel
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[. Oa HoBMOT Npo3opel, ogbepeTe Set Security Level.

Creating a new R5A exchange key *

An application is creating a Protected item.

CryptoAP| Private Key

Security level set to Medium Set Security Level...

Cancel Details....

E. U36epeTe High n knnkHeTe Ha Next.

Select a Security Level *

Select a securty level appropriate for this tem.

@Hgh
Request my permission with a password when this
item is to be used.

(O Medium
Request my permission when this tem is to be used.

< Back Next = Cancel

. BHeceTe ja 103MHKaTa 33 cepTUUKATOT ABa NaTU M KAMKHeTe Ha Finish. (JlosnHKaTta He
Tpeba ga e nomana og, 6 KapakTepu 1 Mopa Aa coapKu bapem egHa 6pojka unm bykea.)

Create a Password *

Create a password to protect this tem.

Create a new password for this tem.

Password for: CryptoAP| Private Key

Password: sensnsennee
i

< Back Cancel

3. KnnKkHeTte Ha KonyeTto OK.



Creating a new R5A exchange key >

An application is creating a Protected item.

CryptoAPI Private Key

Security level set to High | Set Secuty Level... |

Cancel Details....

S. Ha nocnegHuot yekop Tpeba Aa ce nojaBu nposopel, co nopaka, The import was
successful. KnnkHeTe Ha OK.

Certificate Import Wizard '

| The import was successful.
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